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(57) Abstract: 

PROBLEM TO BE SOLVED: To provide an electronic 
watermarking system with which digital data related to 
the copyright can be surely prevented from being 
illegally copied. 

SOLUTION: As a means or entity for verifying the 
regularity of either enciphering processing or 
electronic watermark embedding processing at least, a 
verify station terminal equipment 30 is provided 
separately for the server terminal equipment 10 and the 
user terminal equipment 20 for performing the 
enciphering processing and electronic watermark 
embedding processing so that when the server or user 
illegally copies the digital data, the illegal action 
can be surely recognized. Further, since the profits of 
the server and user are mutually opposed in this system, 
it is not possible for both the server and the user to 
join for the illegal action and a safe system can be 
provided concerning the illegal distribution of digital data. 
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[ n&m i ] m*Mfr v\tm(Dmib&z-jj#:\cto\, ^ 

¥©Sr*-*-5^1 ©iyf>ff^ ±IB^1CO^Vt- 10 
*£ * ixfcflMRSrgttES IS 2 co^ >^ ^ y- j t ttB'JJ-K 

5ii Sr«P» t i"5»*J3l 2 *fcf* 3 i^iE*©a^a*» 

[flt*3(6] ±iE?S 3 69^ VtV «\ ±BS«f*» 30 
Micttfc-lr sm^a^rtf ?Ct /SS "T^T-feS £ ir £r# 

m t -r 5 2 ~ 5 ©fan** 1 jrkiib*©*-?*** l 
^a^tf 5 r fc sit mm 1 ~ 6 ©{ema* 1 « 
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5Ei"5 r £ fcifciS t -T 8 * fete 9 fcffi*t©«*- 

fagMfi -> ^ x *3 ^ r „ 

[ltjR«l2] ±IE^aESrtT5^V7 i 'fx-c»*, »S-^ 
13] «ftOiyf -fi^45*f h7 

±aB^2c03i>'x^x-i'ld; x -tfE^ 1 co^Vx-c f-f J; 
9 ^ttfeofclt^^CO^^ < i; 2 C08t^acOHU*3 

^aSrfToT, ^^^f-tf^Sr^SCO^^x^T-^l-^ 
(IU 

S r i SrWit t**? *«E*^f A. 

±IE^i ©iyr^f-fll ^ i cDPf^&gcoitfffalT- 
S^U^coSfe^^aSrfT-cT, #f>tvfe1*^Sr_k 

±bE^2co^vx-<7 1 '1'I4, ±IB^ i co^ yr -< x <t 

«#«>«l«>a*«.31SrfToT, #^Hfetf#Sr^3cOi 

±IE^3co3iVx^x^tt, ffifeiiiixfctt^f-ad^U* 

^x-c^^cr>^ft»^Sr±IH« l co^yr-Y-r-^iiitm 
U" 

ilE^lco^yx^x^l*. ±IE^2co^>"^'ry v 'f7!i^ 
feoiS«»«»^»LT±lEJB l (Om^Mir^ l co^ 

±IS^2C03i>'x^x^(i, _kIE^ 1 <0^- >f ^7-{ J; 



3 

$ zmmx~hz>ct%¥fmt'rz>m^i 3-1 

<7)3L is^r ^ 7- J X^tL'fe IZtm^T&fr Lffi 

Ho 

WMMbstt. mmtmt^m^^nt-mmx^^^t 
[0001] 

m^m^x#{-m?j:h<oxfoz> 0 
[0002] 

^rnxM^mte^^t^-f^Rticxv)^ 




4#Hf^l 1 -6 6 0 1 0 
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[0003] — *flMlf*fcttflE3B# (WT, rne> 

[0 0 0 4] ^l^t^ffl^f'^f^tlt 

20. [0005] mte, |ioKtJ:5t t^^cov-^ 
ti^xmrn-r^) g i-f— '<a*»»&!we, ^ 

if (0lo©«W3.-fu) 13, if— ^0>±35S:iItt 

[0 0 0 6] -^^^j-^t TB. Pfitmann a 

nd M. Waidner : "Asymmetic Fingerprinting, " EUR0CR 

30 ypt'96j (Dxm^ temmmttttm^tiisxTA. 
(mil) ^jtMi£*vo^ 0 r^-e, 'Ammm^JjiZ 

R S Afirf^E 1 G a m a 1 Bfff ^ bhtV^S 0 ^ 

t, '£mmm*tt\zi$tfz> (a) (b) s$^is 

[0007] (a) <&mmm^<nwm 

(1) nt^<tm^@i:^^i9 > m^mz^rnxz z> 

40 ^T*fc5o 

(3) aib^T#yfcii«xoas«#^fii*"c*vNri:, 

[0 0 0 8] (b) ^M^Bf-^O^n h^yu 

fT5»t-g-{k*f^S:E (kp, M) fcU 8HB<0tt#«k 
sSrfflv^tT5tt#*f^S:D (ks, M) ir-fSt,^ 
50 (ll^0f-§-T7^^y XAIJ, 2o60^f4^ffi/c 




(4) 
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-To 

(1) H|f^@k ptiU*}Lhtl1tbZ* E (k 
P, M) <Dfrm*®%r'$>Z> 0 m-^-siks^^x. 
ibtuttt, m^-^D (k s, M) ©fHM***^* 

So 

(2) tt^Witttk sS:ft?)it>4fe, Bf-^-Si 
kp^ Bt»ffcl»ffE (kp, M) HP* 
*C = E (kp, M) t^ot^Tfc, aff:£M£t*: 

[0 0 0 9] Jfcfc:* ±fE (1) . (2) co^f*(^nx. 10 
(3) ©*fl=**ici-*ri:teJ:9W!fii««l 

P , m) isjen-e*, 

D(ks, E (kp, M) ) =M 

tfij&iLlrZo o£9, MMHKk p kfc^BB§jh/rv^fc 

ltt>^l«#fb»f^E (kp, M) COfh^^fT^r^ 
D (ks, E (kp, M) ) CDft-»£rLT 
mimXMZ'&Z^ t#-C*50f4, g«©fit«ksS: 
fifotV^*A^tt^5 0 20 

[0010] — ±|E ( 1 ) , ( 2 ) O^JCJPX. 
T. #W (4) <z>*«=^S-r*ri:Jj:J;9 8BEii«« 

(4) ^T^ilfSi: (5PX) Mfc»L*»*«SD (k 
s, M) jW£«-C#, 
E (kp, D (ks, M) ) =M 

swascrso ^£9, «^»f^D (k s , m) oh-*** 

Tf#S^ttfi}ffi^«-§*k s &#oTV^#A<Z>#.-C& 

9, {&<DA&tik<Z>m&<D'&^mk s ' ^rffiV^D (k 

s' , M) s>SH&«rfTV\ 8«©«f«ksS:«fot^ 30 

E (kp, D (ks' , M) 

*r fc&«fflB-e£5o D (k s, m) ^teasafc? 

E (kp, D (ks, M) ' ) =£M 

[ooii] ±i&<z>J:5 4^BIOT*#*?M\ 4*BB<£> 
Hff-lHI (BUT, ^M^t)f 5) k p«:ffl^5»«E0 40 

[0012] UATi-> ^BB«i«**r«:^J:9aift#A^ 
b*«#B^8»a«, BiE8ft, S*ft8S«ffl««:fT 

£k s A, 4tMJB3rk pAa, $«#B^ffi««S:k 

s b, 4kmm&k p Bir-rso so 
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[0 0 13] [«HBii«]iS«#A^e>»«#B^ iiff^t 
Stepl :iS«#Att, *«#B^BI«k pB-CaW* 

So 

C = E (k p B, M) 

Step2 :g:ff#Bte N I^OS««k s BTBf^XCS: 
M=D (k s B, C) 

4*5. ft«#B©^W«kpBHtW3e**lC4iBISn 

tv^cot% aHs^A^Rb-r^r^A^gfs^Bics 

[0 0 14] [88BEffi{S]iJlffi#Aj&>e>S:ff#B^affX 

stepi : ai«#Att, a^<7>»ffi«k s A-easmxss: 

S =D (k s A, M) 

r<£>i£ff;£s£ rs^xj S4&:Jts«:#<&»ffs 

«: ra^j 3o Step2 :S{S#Btt, j£{f*A<£>^ 

B«ik pA-C»**S*eiT0J:?^«5c**U £ 

M= E (k p A, S) 

& te\ am jtM^tt^^djgft # a fabm httx # fc r t 

&BBE-*-&. aSft#AO^BMik p Att*»JMMfcte4* 
AO*^&S:sS:BliE-C#So £<z>J:5 4BE«: r^t? 
[0 0 15] [S*ff8J«aff]iSff#A^feS«#B^ 

nix (¥*) MS:»*waHeami-s»^tt, &a>^ 

Stepl :aHf#Att\ i^«««k s A-eaftXMS: 
S =D (k s A, M) 

$e>^, aim#Aw:, g«tB^n«kpB-ci*i 

So 

C = E (k p B, S) 

Step 2 : gm^Btt, i#£>8M6«k s Btlf^Cj: 
S=D (k s B, C) 

£5>M, SfMfBtt, iHm#A60^«ik p Axm&x 
M=E (k p A, S) 

fcU aif^CM^E^foSX-CfoSr tSrfliBUfc* 

b am^M^^^^f * a*> bttr # - 1 

SrBHEi-So 

[0 0 16] 4*d\ S^Wffi^aff^^Steprt^^ttS 




(5) 
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Stepl : C = E (k p B, D (k s A, M) ) 
Step 2 :M=E (kpA, D (ksB, C) ) 

Step 1 :C = D (ksA, E (kpB, M) ) 
Step 2 : M=D (k s B, E (k p A, C) ) 

[0017] j^tici n ±m<D£ o tetefflmm^-tt&m 

l) Jd*5^S*^^«HSr*-ro 

l) *i\ i>— ^ira.— ifBB-CHttlT*— * s^SSKI^Bi io 
[0 0 18] 2) :x— Hftt, i^tatiD 

Mi&y = f (x) t^v^T, x 

3) jl— «d2i:-^ffltfM 

Lt, a#<Z>8H6«k s U£rJB^TS£f*«d 3 20 

[0 0 19] 4) #Cld, If— /<te, ^-—WAfflmkp 
U«rffl^T»**«d 3 t^Sd 2Sr»lBi-So 
5) If— ^f«tl«m. m&^T-cO^ga^ffiiE^d 4 t , » 

-if asffr* i d t zmmr-? g K1««>»3k 

■^a^uf+tiB*^— # (g + d4 + iD) sr**-r 

So 

( g + d 4 + i d) *mz>o 

[0 0 2 0] Z(7)&, *JE=K 0 —&&fL£frfz.m&ft. 30 

I D^?>^— y*Sr«F^rs 0 ^roo^ 
IE =i a**— '< ic J: o T«»-CK* £ ttfc t ^ -o* v > 

1fSr«p^S I Dte^--1f 

thZ>(DX\ *V-~s<&{£m<Z>zL—'y'lZttVXZ:<D£ 5fc I 

(^fflT-iE^SgttUfc^— 1^«i^S:«r^i-5 I DSrlf 
— ASfciigafcfefc:* IE*fcjMGLfc;*.— If ^Off^tt 1 L 40 

[0021] -^rr% iE^^Lfc^-lf^fcP^Jf 
LWtt^pitgfr^sv'^^^ (I2i 2) a*, rnjf, 

SBS, » (^ft^feSS;*:) : "^~/*<P*IEfc%*Lfc« 
-THS^U-Ol^T" , SCIS97-31CJ ©jt»^»**ixT 




WW 5 ? 1 1 -6 6 0 1 0 



[0 0 2 2] l) £i\ ^— iP^IRIiBlk-*— ^<K0fa© 
2) IBHHfelf— *«>**rtSSSr3-— 9* d 5 
Bff-^fbLT««)ji*1>-— ^J-i3l5o SB«t 

[0023] 3) aie>ttT#fcii»^ 

^b^Ii{£:r-^g , (u + d6) iSrfllBL, 

— f*u*3j:VSKrt»d 6£SM^— tfSr«F3Ei-S*J 
ffl*W«d 7^f^riti3<J:WS«)ji*S:fTV\ L 
f*#»f^bBl«r-^ (g* +d7) Sr^fSo *<B 

(z 1 +d7) z^—*nz.mz>o 

4) ^--im, ISIif«1^^^&iSb*tT#fc«^IB* 
f Srfflvvr, B^a^^fttnt^biBftfc^-^ (g' 
+ d7) SrS^S^Urftiiiax— # (g + d7) ^£ 

[0024] rcofi, *je=* tiitm&te. 

*if— Z<7>mfri&&ffimfab^-—1?$:&7!E-fZ> 0 
LTV^ 0 

[0 0 2 5] Ud*U43iS6>, rcogl 1 2(7)i/^^AT* 

[0 0 2 6] «(H«*-^tt*#H» f ' Sr^- 

[0 0 2 7] ^ ^(d, rcOv-^^AT^S, J^Hjf^^— '< 
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^tjtfcSo ^tt, ro4§£\ JJziiOEli 10v-*x 

[0 0 2 8] 
[0 0 2 9] 

[0 0 3 0] ±IEjESttS:^BEi-5*att, * 

«t£ ±iBjg 3 * y -< easflrr § <t 5 k tt t a 

[0 0 3 1 ] **BBoflfeoW«i:-rsi:C*tt, 

[0 0 3 2] ±IE^>"7"^^^fis ftilOxy^ 

-< x >r a> e> a* s ft 5 w * *tfc»T-»a> u am^a 




^Hl^l 1-66010 
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<fct/*^tta<Z>jEatt«r«BE-rSJ:5^LTt>av\ * 
±fExv7^7Vte. Mf-. ilEftii^^VT 1 ^^^ 

K«^a*»L«J:tJW»»aojEStt**Ei-SJ:5^ 
[0 0 3 3] *«M©eT-1f«iB*^x^«, 

io -< * /nt ncom&m mmtt wfAt 
a^-fct^a^a^Lffiftji^a^fT^^^-T 1 ^^^ 

[0 0 3 4] **Mo9ffii(^«F»i:i-Si:C5tt, 
® 1 oxv-r^7"-Y <bH 2 0x^-7^7^ hfrfji?? 

4>*< n^i ©B&-^«ia^mf*3<fcT^mofpr^^— 
^(-^^rm^ig^Uf^s^iA^a^fTor. # 
kftfcra«£±fam 2 ox ^v-^t^ \^m\t u ±ieig 

2^)xyr^f^H ilE^iox^^-r^ £«9§:tf 
&ofct»^0'>&< ^fc^2©Bf^acoB9*5J:tJ«^: 

ffotx # ^ ti/cft «^r^ 3 Ox y r r i^ilf t , 
±BEl30xyr^f^^ Sfci&SftfcB^3J&>U* 

30 5r tSr»«i:-rSo 

[0 0 3 5] *^WO^Ofdl0^mi:t-5^r5fi, « 

t\ iloxyr^r^t^20xy7^f^i:^ 

MIL, ±ES2^)xyf^f^ft ±E«10xy 

«*a^L««©«*ii**DfaS:fTo-r, #^n^ctf^ 
40 ^3(Dxyf^T^i^(IU JnBE^ 3 Oxyr^f 

^o^m t *^±i5m 2 ox yf ^ x ^ ^ ^> ©asm*« 

^r±BE3l 1 (7)xyf^f^^®f L, ±EilOxyf 

LT±IS^ 1 OBSfCTtSS 1 ©atfiitffot, 
#bWc1f«Sr±iei 2 Oxyf ^ f >f l-M L> ±IE 

Jt® o fc* 1 om-^tW«t-» LT±fE^ 2 Oflf-^^-T 

50 [0 0 3 6] ^ r T% ±IB^ 1 Ox 4 7~ 4 t^^ih 



# 
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[0 0 3 7] ± 

M»W-E*^ra«^ J: o T_h!£m 2 <z>^ ^ -r x co? 10 

[0 0 3 8] **W©iB«7r>f A««tt % m-T- 
Ltim«rtt*Jfl jFft&Vfefflr $R3rt&iW-r 5ffl«7 r >f 

fb-r 5 fc jsex^ii^if i xmmvtmn * s fc » 

V\, 20 
[0 0 3 9] 

Sr. HlS:#B8UTBlwr5o *HM(^SS^L 
#iCki\ 09£fcf. HI l l^-TJ: 5 t£is**rJ* i 0 0\cX 

[0 0 4 0] "t-**)*>, ^fAlOOft If— s<W<D 

a*asH ^«5tuK» i o N ^--ifiiijoa^gg 

(^-tfflSjfcSM) 2 o*5«tV*BES«^**3£« (tfe 30 

[0 04 1] if-»<«*«S i o te\ tf 2 
o^&<^7*— ^d5«»Snsl8»fltB«!!ffl«Pi i£> #J 

g^Lffl^^^l^l 2£, IT-g^Ll^i^Ml 
gfll 2cotH^^W^$tb5 UJcut^kaaa l 3<*r, a 

Iffll 4 tSrfit^T**'?, 1 Wg^fc^SgB 1 3*5j:t/ 

i jjc^^asp i 4 (?>«-ttj*>as if 2 o icm 

ft J: 5te*£*L"Ci^5 0 
[0 0 4 2] ^--Ifffi*^ffi2 Ott, 1f-^ffi* 

Rtt£rt«b9ff 2 l £> 2 2 t. 

m&£tiz>2?k!i%%>fcmmt$2 a -v—^i&^mmi 50 




WffflW-l 1 -6 6 0 1 0 

12 



0 <D 1 ^^SgP 1 4*>6©7 f — **«|&S*L* 2& 
«#M«tt2 5 i:S:fi§;LT*5*K 2 fcffi-st-J&SW 2 5 <z> 

w\ if ~^«s*ssh i o (7) i fts-^ftiaeB i 4 *5«tr/tft 

BEiSW^B 3 0 fc**fft»<**b£ J: 5 K&£*xT^ 

[0 0 4 3] ttEEJ3Att£3£B 3 0M\ ^--lf$g* 

2 0 (7) 2 acl*-g-^b*0;SI» 2 4 ^ h<D7*— 9 & £ 
*lS2i>:a^*l»3 1i:, 2M^ISI53 1^ 

1 o 1 3—if «8*«fi 2 o ir \m&£tiz> a o k« £*x 

Tv>£ 0 Sfn, 2M^I»3 lotttfjte. if— 
*Mi ocoi^m^^i 4I^«^WJ:5^ 

[0 0 4 4] Jta!<£> <t 5 *v^^T-A 100 

«T«>9, 2*Bt#-^H-r*fl!f«tt3.--1f3lSi*t3&s*PS1f 

i 0 J , «-5-Sr TD i () j "C^toL, 

[0 0 4 5] ^Ttc. JhBE^J: 1 

[oo4 6] [a^a^fea] 

l) tf*8*36tt2 oid*3V^, a-— tf**fe 

tftzntzmm if -e*9. J^rr^r 
[0047] 2) t-^ffi*igi 0iCl*5V>r, 

mmm&t&m&i i^> s(tLfc*»««s:^— if«>* 
±iE«#awiB*Qfa«B i i-cfp***tfc*jffl#««u 

«U3S«Sl*t>ii**tfcPHk^— * (G + u) ^Uift 
Bf^-fb^SEl ()SrffV\ Wfeixfc^-^Sr^-lfJB* 
^E2 0tC^5o <fcoT. 3.— !f*B*««2 Ol^tt, 1 
JkflF-WMtflf*— 1 (G + U) ^tf«b^^ 

[0 0 4 8] 3) ^-1f«S*^tt2 0iCl*3V>T, 

1*^1852 2t*M^^§*tS«S^, tf 

l OfahmbtiXZti (E**ixfc) i* 



# 

13 

Bg^-fbH^X — * E 1 (G + U) ICffifeiAtfo 2 

ws^tf&mn 2 4 f*. m^-s^ m^jz^&jg&n 2 3 
(g+u) +s%2&v§%-fcLx&immv&3zmm:3 ok 

^-^2 (El (G+U) +S) Ot*#^iHe>tLS 
[0 0 4 9] Z(Dk%, 2 JJcBt^k^aagB 2 4 (4, &3E 

o-MZJigffix— * (2&98^kmi&^—? 

E2 (El (G + U) +S) ) WtS^'/v'itHa 
So 

[0050] ^s^Mitt^teu — m^^iy^m 
*h()<©ta^flt"Cfc5, ^r^lSi:f«^:l 
tc<iME^IH«fc£^5o ££T\ »*5«x 
1, x2«lth (xl) =h (x2) i^S^fct 

&s Q *fc, f±mm$kkte. &m<d\?v v&<o\?y 

jy hMi:«»t5H*h ()t?, h (xl) = 
h (x2) &ffi*r*-|tx l, x2mi^ffl^VN^ 
<£>T*$>S 0 ffiS^ffiy^fey = h (x) Srffi 

Ltfl MD (Message Digest) 5^SHA (Secure H 
ash Algorithm ) ^/$S£a b;faTl^S 0 
[0 0 5 1] 4) #cfc\ «ME^«S*3gB3 0^*5VNT, 

2 3 ir±. if«**«2o^e>a&&*b 

T#^N^i/^|il:H2(7)^ir. ^O/^i/MfiH 2(D 

U 1«8*3£fi2 0 2 #CRf-5§- 

ffc!iSffc7*~*E2 (El (G + U) +S) S:*#U * 

tfe5E^«8*3SgH3 0tt % 1fJg*KH2 Od^feSI 
ffi*n^2»Cl*^bjii«7 f — 2 (El (G + U) + 

^«*E«f«i*©*Bi:**-^jB*K«i 0^ 

So 

[0 0 5 2] 5) fcfcl. ^*H*36« 1 Oid^T, 
1 J>C«*«iS«|S 1 4 He. ftiiE@*8;£3£B 3 0^^btl 

i\Mfcr — 9 1 E.2 (El (G+U) +S) t^y^af 

H2 k%<Dm&k%mmirZ) 0 *<Dmm, ±&2#tm 




4#H^1 1 -6 6 0 1 0 
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^Mf-^E2 (El (G + U) +S) (£> 1 #Cff£-5§- 
ft^LTE2 (G + U) +D1 (E2 (S) ) C0f# 

[0 0 5 3] 6) !ffl8*3SB2 Old^T, 

2 «C«-g-«ia» 2 5tt, f-^S*Ml O^bigbtL 
T#fcE2 (G + U) +D1 (E2 (S) ) (D\HWl<D 2 

w = G + U + Dl (S) iSt:b£n<5o £*btt* *>£<7) 
10 iSflfe7*-^G^MUT*Jffl#«f«Ufc 1 

[0 0 5 4] tU -fr— '<iztz.\^—^<D¥1bbfr<D^ 

mz. x o r_hiE 4 ) oias(-*5v^r je l v i>mm* 

— ^MB;*:3£fi i o t tP«*SSB 2 o t K*d fen 

\*m®LT-# SrA^-C* afcv^ds-^— ^|dft«B*:3t 
febfc, *Jttt>5F3pJtt 1 b*<^iE«r"*-*«*3»ftv\ fc 
(7) J: 5 *«**»K«!fa"C^iE#S:**^#3e"C# S D 

[0055] im£%m~\ 

1) *1\ t-/«*Sil0I^^T, SSHLfcyFIE 
BHfeGw* = G + U' +D1 (S' ) ^fe*Jffl#«* 
U' SrttttlU ^b(c±|E^JE^l^^Gw , ^lW-§-ft 

2) jE^^m*mmi>mmtstifz.M& (s* = 

30 S<£)*§^) Ktt, /«*iI10H ^liE«3 0{^ 

3) 5EUV^*««^*fiWStb*V^»^ (S' ^ 
S^) Mte, tw«iI10it tftBE»3 0(2i 

[0 0 5 6] ^<D»l^H16^ffi^J:S«-T'a^L^ 

40 it2 o k<DmjjT~ff^, m^&m&xrjmib&Astdm 

^»^L**«>jEatt^*»**BES«S*»B3 OdSfT 

ir^r^t So **5, r^fti©^tttt> *BE«^m« 
[0057] [jg 2 (D%m%>m\ i£¥, £ w 

50 ttS-t-y hI7 — ^±<^i§«^a.^^oofoSo ^<£>^l 




15 



i^got\ B*tt***SS*i/t^a. tU 

o>7 t>m&frZ>^b\z.t£Z>e rcDfctf), ±iE 

[0058] ^r-c\ =.(om2<ommmm-vi-is wiab# 

0y*Ji , la 2 i'Tpi" J: 5 2ooi;£0 |gga£ 

r©^fA2 0 0ll ±x£ Lfcgl 1 co|li£j|£Jig 
KirfcttS 1 0 0 irl^^co^t LT^S**, =• 
— !fSB*3SB 2 o mtt, KfEJ9 4 0*»e>oB*^tHl«iE 

[0 0 5 9] **W««:««t-f S^HMBfctt, * 

SE^*^#$tbTV^5r irtfS^V^ £CDBE^i:WU 

•T 5 7 s - * fc»BE®©8MB«-e** SriS-T " t K <t o T 

Ews^msu ^tT-r^o v fab &&<omm 

Ifca-fOIE^tt ('>/i<tt, BEJ^«fc-=>TB«> 
fzmmR&M'gLX^Zmmk Lt, VeriSign^CyberT 

[0060] iot, ±a!Lfe^i (ommmmx-m^-fc 
mmmn^m^fabmm-r^m^ m2<ommm4 o© 

*«ESixrv>s. ioT:©n^, y*-*cosilABSi;i*5 
»* 5 if©B45tttt3l» $ 4xT vvfe v % r b K ft 3 0 

[oo6i] ^tbt-^Lr, ^mmt^(om^t(DM 

SJ tuft*. *<&J:5*8£W»ft#«>4*Hi*«: tfiEWV 
[0 0 6 2] ioT, f— /<Sffi*3£«l otctt, sfiJ/B* 



(9) ^BB^F 1 1 -6 6 0 1 0 

16 

m^mmmA oi^Lx^^Amm^Mi^-r ?>=•-— tfsr 
fcffl^iA^a'fro i ) , 2) co^iwt, j&E&S't'co 

l) <7>¥-mt&SXTcD£oi^z-Z>~ blz£9. ^-—f 

[0 0 6 3] J£1T, -LIEU] 2 C->^fA 2 0 0 (i*Jtt5 
10 ffitfj&^&S, &J:tmE&3IKo^T:Rfl5:#Jfc:itt9!-*- 

[0064] [fflfcj^^^aa] 

1) *f\ a— !F4£5f53£g 2 0^*J^T, 3g»&J$&3S 

nft^&iBL, *C9*B«»-, ^ft< 

ifE^^HtesS^aSP 1 1 r*f^fig$ixfcfiJffl#t*^U^^ 
jR £ intiM^SlT'— 9 G {c:ffl»iAA/fcm, l RBf^-fLMa 
35 1 3 \z. J; 19 1 ftHtftJISE 1 0 SrfT v\ #^^7* 

aSH20iitt v 1 ifcBf -^teBBffeT*— * E 1 (G + U) CO 

30 [0 0 6 5] glTCO 3 ) ~ 6 ) OO^I^tt^ 1 <7>mMMm 

2 0 CO 2 ?fc:Bf -§-<fb#l3Sg|5 2 4 tt, W^&tt^ S &m < f&f- 

mmmi o t&mLxit^zmcDm^ttizx^xm&ik 
[oo66] mmt&mi 

l) f-— /<S{g5l?i£B 1 0 fi, ^abfc^FIEBi^Gw' 
40 MHJfl!#fflr«U' ^ttHiU $fc(c±fB^IEiiffiaGw' 

frfc?>m4,4sfflmb&f&mm4 o(^l, ^coe^^w 

^*>, lELv^^tf^ttW^tvfc^-g- (S' =s<om 
&) (ctt, BE^4 OJdJ; fooTFJEtB 
J£U IELV^i&1W«^lftttJStiftv^4i-& (S* ^SW 

50 [o o 6 7] gUixE^fcJ:?^ ^2coHiS^ffl{rJ:n 



17 

[0 0 6 8] ±5K^>JBi«J:V»2(0*««f«8^L*: 

*iM»"caft * ti^iff- 9 itmmfr- 9 mmm 

Bftt^— ^feBBte^— #«{-«jWL-C*5< rim 
[0 0 6 9] — ;£\ TIEJ-^i"FlashPixTM^r -<^^ 7 ^- 

[0 0 7 0] *i\ — «WftB«7d-— ^5/ M-ov^ 

[0071] -f&mz-mm^^yma^ ^comm^r 

&\Xfe, J t<DW\1&7 h&&7j<1rffij&7*—'Try 

K ^l^y h©*>f Xft^W«39S*JftS*tTlf^ 

So -Jj. mmrf— 9W^ Btf-^^IIM^tt 

ftmt Ltft Microsoft {h^)BMP7t^y h-^Co 
mpuservetfcOG I F 7 jr^—* y h ft if # 5 J£< LTV> 

So 

[0 0 7 2] Jfcfc, FlashPixTM^r^/l^;*- — ^ * M£ 
O^TAttttfcRW-TSo »«ttWi-*FlashPix™ (Fl 
ashPixte*[lEastman Kodak f±C93£^r6j^) 7 7 4 ^7 

mikh,tzM\%L7 7-< fr*. 0 4*3J:tW2 5f;i^-t-o 
^/l/rt^/n^'r^^f^ ^f-te. MS -DOSOOf 

^ h yi77^/H^st5, * h h y 

h I- — VX\ Bft LSP^tfS* h V ~J*X 

[0073] 0 4^*5v^r, mi&T-?te&tez>ffii&& 




4*P?H^l 1 -6 6 0 1 0 

18 



geiPft^ ResolutionO, 1, n Xtj< LT£>£ 0 # 

(C^^^tf#^Subimage Header i fcHHfef*—* fl* 
Subimage data l^>W$H6o /P/N e 7-rtj/ h £ f3\ 

t> <£> "9 , Summary info. Property Set N Image in 
fo. Property Set, Image Content Property Set N Exte 
ntion list property Set #*fc<5 0 
10 [0 0 7 4] [^/n^f^t^ h^P^] Summary inf 
o. Property Setti, FlashPix#^<Z) $>(DXteft < . Mic 
rosoft t±(DX Y=7 9 = f'\ — h I — yttt^R©^ 

# - If /vH««&»«ft-T5o Comp Obj. St 
reamiUifEttgB (Strage) «W«flMB*»lft 

[0 0 7 5] Image Content Property SeU3\ Uf^^^ 
^0»«ft*S£«rffiJSi-SJRtt-C«>* (EI6*flH) o 

— ^/u • ✓^•^■r— ://U0>j£«*4rSrK»-rSo Exte 

ntion list property Set JifSFlashPix^S^ttlSI 

ICC Profile (DWM^-te, ICC (Internatio 
nal Color Consortium) \Z.&^X&fe^fo%&QWiW& 

[0 0 7 6] Sfc, Image info. Property Setli, Mi%L 

* n&tif&# * 7<v± v'T'O'?* mm, ^^ y9—7 

40 

7-/&1) #^t#« 

[0 0 7 7] HI 5 (^FlashPix Image View Object^. H 

^-9 t%&t>^XfeM^&mi£7 7 4/i<>XfoZ> 0 t*^ 
50 -^^^^^-^ifi. lf»cQia«g, t£*:/*g/K ^ 




19 



(Dm 5 ir&l^T, Global info. Property Set 

[0 0 7 8] f^HH-joV^T, Source/Result Flas 
hPix Image Object \* s FlashPixH&T*— 9 <D%fcX&> 
9 , Source FlashPix Image Ob jecttei&^g-C, Result F 
lashPix Image Objecttt^^> 3 ^t?*>S 0 Source Fla 
shPix Image Object ttoMJ i?t;K^IttT-^ Sr* Resu 
It FlashPix Image Objecttt t*^- f s<*7 * *— ^ 

[0 0 7 9] Source/Result desc. Property Set 

*>9. MID, SHi^^p^r-f-fey **^JE 

Sf 0B#^^1§^i"5 o Transform Property Sett3\ iU^ 
[0 0 8 0] H&T*— ^^©V^O^TiftW 

&<Dmi&%&trm®Ly h&mizmfxmwir 
mi&yr 4 swm&TF-to ^(D\m 7 t^w^ 

Ifcfctf t ^HHfcfcfcX 0/2XYO/2tfcO, 

[0 0 8 1] :(OJ;5Mi7-^^«l^ 

w^coj^tilf^^ ur \\^xom^yy^^(omm 

(EI3^R9) o lo^Bit77^ /Wtf>» 

i~£tf#f2, ±l£ImageContent Property Set^l^lBiifi 
S*t« (E6#R8) o 

[0 0 8 2] &ffit&&?> IsJWMVU*. H8 

i^i-<t 5 t-6 4 Biff X 6 4Bit^6^^^S(^IJ 
^tiTV^o Hfft(^fc±ffi^fe)I|gJk6 4BS3RX 6 4iB* 

<^ * >r Mz.ftm*irz> t , mm^ <t o r «t t/t 

AtS-t'C, 6 4Hmtx 6 4(U^^r1»^i-^o 
[0 0 8 3] FlashPixTM-Cta, ^iV?;';^^ -Y /l^CD© 

rtt^*jfe"C»*fti-5o J PE GffiBtt, IS0/IEC JT 




^H^l 1 -6 6 0 1 0 



20 

C1/SC29 d J: 9 |!BR«*{k*nfeiiifl6JEfiS^rS:"e«>!9 , 

tt&#<nmm*zzx-\*9i&lrz>o e^^/u* 
[0 0 8 4] r^ipfc^^/^WSttfcBiflftf*--^ 

*3\ 0fJ^L^lE!4^Subimage data * hy-Af^feW^ 
10 *k ^/^le** ^©#Y^©t>fX, f*— *<Z>BB 
ffSHS^jfett-f-^rSubimage Header 

[0 0 8 5] i^(D{&<DmffiMm) si±\z.m^<itm 1 ** 

*, ffl/t, (0*IBM) : "fn/^n^l: 

isiiiftf-^Mf^yr , iff 5 

3 m^H^:^, iN-11 , ^8¥9^j oXiSfc^ r l. 

J. Cox, J. Kilian, T. Leighton and T. shamoon (N E C) 
20 : "Sucure Spread Spectrum Watermarking forMultim 
edia, "NEC Reserch Institure Technical Report 

95-10. j (OXffi^^§ti5 J; 5 
£^xmmx%z> 0 

[0 0 8 6] ft, 1#:U£^, 29cm^rtVXm^htl 

%mtt^m*<Dtt\z£^xmm>x~z 

30 Tif-^ft'J t If ffifl t -CSV ^1S«Sr*o e>**v >fc«> 

efe^A/^rBSCfc^i^, S'Jt-DES (Data Encryption St 
andard) ^Sf^v^ ^^Bil»^SrfflV>T fiV\ 
[0 0 8 7] ^fc. ±Jfi^*l*5J:t5JB2^)||J(6«fffifc 

cofg. ^jE&rtmfL&v-'<w\zfrb^x&Km : m%iih 

[0 0 8 8] ^-^«*3fiB 1 0 

50 -^fb^mi^^jA^Ttxtl/^ (r<^^. *Jffl#1»«u 



(12) 




%?m¥-l 1 -6 6 0 1 0 



21 

t*Zk&~C$Z>o £ 2 fcl*-5Ht £ ft teMc'& \Z 

[oo9o] ^—v*mwt<o^-ij s mx*&m<oy p 

- R OMfl: J: o X J£ < IB^ $ tvO^T & &i\> 
[0 0 9 1 ] *fflT*l3:4 0 fc*s/ hBLfc0>Rff*«rfl! 

£ t"I^T-fc^o t-^iS*if 10W1S: 

JBW*£fifcU E*UTtJ:v\ 
[0 0 9 2] 

^X^JE&mmz&5±irZ>Z- ktirBrnkteV* 
[I3ffi^jffi*^lftp>g] 

[Hi] **Mo»icollJfi?KliS:^LifeS^ad>U^* 



22 



[12 2] &mM(owi2<DnMMm%^Ltzm+mfr i Li/ 

[H14] FlashPixTM^r^/l-^^— h <£>#j£:^~rm 
X$>Z>o 

[0 5] FlashPixTM^r-f ^7*— v y h<£>0tj£r^-rm 

[@6] FlashPixTM^r ^T/^^^-— ^ ^ hCDlmage Cont 
10 ent Property SetKl&fW £ tb£ «*T*-*-Bn**> 

[0 7] **t^n«<ft«^S4S«»^IB«d»?>«*S 

Tjk-rmxh^o 

[B9] ^>f/^WSixfclii«^-^ie:Hi-5«tt«f« 

[mi o] t^*^m^s^L^^A^iftwt*s^^^ 

20 [ill] HI 1 0 (Ji^i-^SSrefeft UfctS*^«T-ad* 
L V* x A ^afcl^ -5 ft #><£>I2 "Cfc £ o 
imi 2] (2 1 1 {Ctj^"^ - ^"^^:^^ Lfctt^^^lS-?-®^ 

[^^Itt^] 

i o -v—-s<®$jfcmw 
1 1 

1 2 
1 3 

1 4 
30 2 0 

2 1 
2 2 
2 3 
2 4 

2 5 

3 0 
3 1 

3 2 

4 0 
40 10 0 



i *a-g-«L3s» 



2 0 0 m^ffin&JGisX'rJ* 



(13) 



#fm¥- 1 1-66010 



imi] 



ims ] 




Gw=G+U+D1(S) 



[02] 



10 y-A 
A 



j-t 

IG+U 

14 




E2(E1(G+U)+S) 



30 



El(G+U)+!> 



E2(G+U)+D1(E2(S)) 



" Jei(< 



G+U)+S 
"1—24 



H2 



25 



1 gftgg 1 

Gw=G+U+D1(S) 









x^fitr stzjn* (la) 





















[Hi o] 



fflftT'-Sg *]E3f«Bd1 



[0 9] 



[Hill] 







/Wh 




4 


4-7 




4 


8-11 




4 


12-15 




4 


16-19 




4 


20-23 



V-A 



jB&x-?g ^R^13»d4 



i . i 



n-tr 



ID 



J L 



SiPbft$®«f f - ?g+d4+ID 



a-tf©**«fB d3 



(14) 



#IWl 1-66010 



[04] 



[B5] 



Flash Pix 
Image 



Comp Obj. 
"I Stream 



Summary 
Info. 



Image 
contents 



Image info. 
Property set 



Extension fiist 
Property set 



HICC profile 



Resolu tlonO 
TZZZZZZZ2J 



-|ResoJution1 
EZZZZZZ2 



Subimage 
data 



_ Subtmage 
Header 



Flash Pix 
image 



Resoluti on 2 



L-|Resoiution3^ 
EZZZZZZZ3 



Summary 
info. 



Comp Obj. 
Stream 



Global 

info. 



Extension list 
Property set 



Source Flash Pix 
image object 

izzzzzzzz: 



Result Flash Pix ~, 
image object^ 



Source desc. 
property set^ 



Result desc. 
property set 

Transform 
property set 



Operation 
property set 



ime] 



[08 J 





I DD-K 






0x01000000 


VT_UI4 




0x01000002 


VT_UJ4 




0x01000003 


VT_UI4 




0x01000004 


VT_R4 




0x01000005 


VT_R4 






1 DD-K 






0x02ii0000 


VT_UI4 




0x02ii0001 


VT_U14 




0x02ii0002 


VT_BL0B 


£»«tfi<Diil£*affiT 


0x02ii0003 


VT_UI 4 1 VT_ VECTOR 




64B* 







?J7 




0x03ii0001 


VT-BL0B 




0x03000002 


VT_UI4 



(15) 



$MWl 1 -6 6 0 1 0 



[0 7] 




XO/2 



X0^4 



XO/8 



1 2] 



u+d6 



I S££J3 1 



U 3 © fc? - -9 g+d7 



(51) Int. CI. 6 

H 0 4 L 9/36 
H 0 4 N 1/387 
7/08 
7/081 



F I 

H 0 4 L 9/00 



H 0 4 N 7/08 



6 7 5 B 
6 7 5 D 
6 8 5 

Z 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 



Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 



□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



BEST AVAILABLE IMAGES 




FADED TEXT OR DRAWING 



